
Job Applicants Privacy Notice of Foris DAX Middle East 
FZE 

 

Effective date: 22 October 2025 

As a responsible company, Foris DAX Middle East FZE is aware that it is very important to you to understand 
how we collect, store, share and use your personal data as job applicants. We are committed to ensuring that 
the personal data of our job applicants is handled in accordance with the principles set out in the applicable 
legislation. 

This privacy notice tells you what to expect when Foris DAX Middle East FZE collects personal information 
about you. It applies to our job applicants. However, the information we will process about you will vary 
depending on your personal circumstances. Foris DAX Middle East FZE is the controller for this information 
unless this notice specifically states otherwise. You may contact us at: the 8th floor, offices 4, One Central, 
Dubai World Trade Centre, Dubai, United Arab Emirates.  

Please review this privacy notice carefully before applying for a job with us having in mind that you should 
read it in conjunction with any other additional documents we may address to you. Please note that this 
privacy notice does not grant you any contractual rights, nor creates legal obligations for us. When 
appropriate we will provide a “just in time” notice to cover any additional processing activities not mentioned 
in this notice. For further questions, you may contact our Privacy Team at dpo@crypto.com. 
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How do we get your information 
We may get information about you from the following sources: 

●​ directly from you; 

●​ from recruitment agencies;  

●​ from referees, either external or internal; 

●​ your previous or current employers with the aim of obtaining recommendations or general feedback; 

●​ public sources, such as professionally related social networks;  

●​ CCTV images as explained later on in this notice.  

Should you provide us with information regarding another individual, you must make sure that the individual 
concerned is aware of it and is provided with a copy of, and made aware of the contents of, this notice. 

 

What personal data we process and why 
This notice applies to any personal data concerning you, regardless of the form they are incorporated in – 
such as emails, hard copies of documents or electronic documents. The categories of personal data will 
depend on the stage of the recruitment process.  

 

Application stage 
You may apply for a job with us: 

●​ by using our online application system available on our website, where your details will be collected 
by on our behalf by a specialized service provider; 

●​ by using an online application system available at a website of other specialized service providers, as 
the case may be; 

●​ through a recruitment agency; 

●​ through an internal referral.  
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At this stage we may process the following personal data concerning you: 

●​ personal contact details such as your name, address, contact phone number and personal email 
addresses; 

●​ your date of birth, gender, and photo (if attached); 

●​ video and voice recordings (in case of a recorded video interview); 

●​ your nationality and location; 

●​ your employment and education history, including your previous experience and qualifications; 

●​ employment references; 

●​ right to work information; 

●​ data contained in motivation letter (if attached or on additional request); 

●​ data contained in certificates, diplomas, recommendations (if applied or on additional request); 

●​ background verification information; 

●​ information on the person who referred you;  

●​ whether you agree that we retain the personal data provided by you for a longer period than the 
statutory one;  

●​ other information you may provide us with.  

Our recruitment team and hiring managers will have access to all this information.  

 

Assessments 
We may ask you to attend an interview or more than one interview depending on the role you apply for. This 
process will involve one or more recruitment specialists and hiring managers reviewing the data provided by 
you. During the interviews, information about you will be generated by you and by us. For example, we may 
ask you additional questions in order to assess whether you are a suitable fit for the position and we might 
take notes. This information is held by us.  

 

Job offer 
If you accept our offer, we will need some additional information from you in order to prepare the contractual 
documentation for your engagement: 

●​ full name and date of birth (if we do not have this data already); 

●​ unique identification number or National Revenue Agency Number; 

●​ citizenship; 

●​ permanent residence address and residual address, if any; 

●​ highest level of completed educational degree; 

●​ phone number (if we do not have this data already); 

●​ personal email address used for registration at Crypto.com application (if we do not have this data 
already); 
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●​ address at Crypto.com application. 

 

We may also request some data contained in paper copies of specific documents, including: 

●​ medical certificate issued by general practitioner;  

●​ recent bank statement showing IBAN and name issued by your bank; 

●​ copy of your last obtained diploma confirming your degree, specialization, qualification, certification, 
scientific title or scientific degree, if such is required for the position you will occupy; 

●​ your labor book; 

●​ document showing National Revenue Agency Number; 

●​ document evidencing the relevant length of service, if such is required for the position you will 
occupy. 

 

By law we should require your identity document, but we will not make any copies of it – we will just check 
the necessary details and will deliver it back to you right away. We may also ask for additional documents if 
we are required to collect such by law (such as criminal record certificate or permission by the Labour 
Inspectorate).  

You do not have to provide what we ask for, but it may affect your application if you don’t.  

 

We do not use your data for automated individual decision making, which means we do not take decisions 
about you by way of technological means and without personal participation. 

 

Lawful basis for processing your personal data 
Note that we may process your personal data for more than one lawful basis depending on the specific 
purpose for which we are using your data. You may contact us if you need details about the specific legal basis 
we are relying on to process your personal data: 

●​ processing is necessary to take steps at your request prior to entering into a contract (for instance, in 
order to administer your application); 

●​ processing is necessary for compliance with a legal obligation to which we are subject (for instance, 
collecting of specific documents, including permissions by relevant authorities); 

●​ processing is necessary for the purposes of the legitimate interests pursued by us as your potential 
employer or contracting entity and our interests do not contradict to your interests, fundamental 
rights or freedoms (for instance, the interest in assessing your suitability for a role you have applied 
for, organizing and conducting of interviews, selection of the most suitable candidates and hiring of 
those among them who have the necessary experience and skills for working with us, developing and 
improvement of our recruitment process, etc.). 

We do not usually need your consent for processing personal data concerning you. As explained below, we 
generally retain, without the need for consent, the application details of unsuccessful applicants for a period 
of six months from the closure of the recruitment process. However, we may need to obtain your consent, if 
you wish that your application details are kept for more than six months as of the completion of a recruitment 
procedure for a particular position which you applied for but were not selected, in order to take your 

4 
 



application into account in future recruitment procedures. In any case we will ask for your consent and 
provide you with the respective information as required by law. You will have the right to withdraw your 
consent at any time, but please note that this will not affect the lawfulness of processing based on your 
consent before its withdrawal.  

 

Special category of data 
We may process information you provide as part of your job application which is special category data, such 
as health information, for the purposes of performing our rights and obligations as your employer or 
performing the rights you have under labor law and the law in the field of social security and social 
protection, and as far as it is permitted by the European and national legislation. This may include health 
issues that could affect your employment with us, or any applicable disability status which may necessitate 
adjustments during the interview and/or recruitment process and/or workplace adjustments in general 
(where your application is successful and leads to a job offer). 

 

What will we do with the information you give us? 
We will use all the information you provide during the recruitment process to: 

●​ manage your application with a view to offering you a contract with us; 

●​ assess your skills, qualifications and suitability for the role; 

●​ carry out background and reference checks and other pre-employment vetting activities; 

●​ communicate with you about the application and recruitment process; 

●​ keep records related to our hiring process; and 

●​ comply with our legal requirements (e.g., to verify that you, the candidate, are eligible to work in 
UAE). 

 

We also need to process your personal information to: 

●​ decide whether to enter into an employment with you; and 

●​ take the necessary steps prior to entering into a contract with you.  

 

We will request your confirmation before contacting your previous or current employer(s) for a reference. 

We may use any feedback you provide about our recruitment process to develop and improve our future 
recruitment campaigns.  

We will not share any of the information you provide with any third parties for marketing purposes.  

 

How long we keep your personal data 
Our general approach is to keep your personal data for as long as necessary in order to meet the purpose for 
which they have been collected by us. 
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In most cases the period for which we will keep your data is provided by law. We process your personal data 
for a period of up to six months as of the closure of the respective recruitment procedure for the position you 
applied for unless you provided your consent for processing for a longer period.  

In case legal proceedings are initiated by or against us in connection with your unsuccessful application, we 
will need to retain your information until the conclusion of those proceedings and the execution of the final 
decision rendered by the respective court or other relevant authority. 

For more information you may contact us at dpo@crypto.com.  

 

How we protect your personal data 
We follow the necessary physical, technical and administrative security standards with the aim to protect your 
personal data from loss, misuse, alteration, destruction or damage, as required by law. 

If you need more information on our security and privacy practices, we would be glad to give you more details 
– please contact us at dpo@crypto.com. Do not forget that you also play a major role in the process of 
protection of your personal data and shall observe to whom you share your data and how you protect your 
communications and devices. 

 

Data sharing 
In some circumstances, such as under a court order, we may disclose your personal data to specific categories 
of persons, entities, state bodies or other organizations. We may also share information about you with third 
parties including external auditors.  

 

Our service providers  
We use service providers in order to facilitate the management of our business. Such may be, for example, 
lawyers or other legal advisors – in case of disputes or in regard to other legal procedures; experts – in order 
to comply with our obligations; other service providers, including the service providers listed in Annex A. 

 

Companies from our corporate group 
Since we are an international business, we may need to share your personal data within our corporate group.  

 

Data recipients upon reorganization and changes to our business  
In case we are part of sale negotiations concerning our business or a part thereof, merging our business with 
other business, we are acquired by other business or we are subject to other kind of reorganization, we may 
have to share your personal data or a part thereof to the respective business or to its legal consultants as part 
of any due diligence process for the purposes of the analyzing of the proposed sale or reorganization. We may 
need to share your data to the reorganized business structure or to a third structure after the reorganization 
has been finalized.  
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State bodies 
If required or provided by law and upon compliance with the statutory required procedure, we may share 
your personal data to the respective public authorities.  

 

Your rights in relation to this processing 

You have rights we need to make you aware of. The rights available to you depend on our reason for 

processing your personal data. If you need more detailed information or wish to exercise any of the rights set 

out below, please contact our Privacy Team in writing, via dpo@crypto.com. 

You may: 

●​ request access to your personal data, which enables you to obtain confirmation of whether we are 

processing your personal data, to receive a copy of the personal data we hold about you and 

information regarding how your personal data is being used by us; 

●​ request rectification of your personal data by asking us to rectify information you think is inaccurate 

and to complete information you think is incomplete, though we may need to verify the accuracy of 

the new data you provide to us; 

●​ request erasure of your personal data by asking us to delete or remove personal data we hold about 

you; note, however, that we may not always be able to comply with your request of erasure for 

specific legal reasons which will be notified to you; 

●​ object to or require that decisions be reconsidered if they are made solely by automated means, 

without human involvement;  

●​ request restriction of processing your personal data, which enables you to ask us to suspend the 

processing of your personal data, if you want us to establish the data accuracy; where our use of the 

data is unlawful, but you do not want us to erase it; where you need us to hold the data even if we no 

longer require it as you need it to establish, exercise or defend legal claims, or if you have objected to 

our use of your data; 

●​ request the transfer of your personal data to you or to a third party, and we will provide to you, or a 

third party you have chosen (where technically feasible), your personal data in a structured, 

commonly used, machine-readable format; note that this right only applies to automated 

information which you initially provided consent for us to use or where we used the information to 

perform a contract with you; 

●​ withdraw consent at any time where we are relying on consent to process your personal data; 

however, this will not affect the lawfulness of any processing carried out before you withdraw your 

consent; 

●​ complain to the UAE Data Office, the DIFC Commissioner of Data Protection or any relevant authority 

about any perceived violation and to seek compensation for damages in the courts. 

Transfers of personal data 
We transfer staff personal data outside the United Arab Emirates when this is necessary. To safeguard your 
data in these instances, we adhere to stringent measures in line with UAE regulations: 
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●​ We prioritize transferring personal data to countries recognized by the UAE as providing adequate 
data protection. This includes nations listed by the UAE for their data protection standards or those 
engaged in bilateral or multilateral data protection agreements with the UAE. 

●​ For countries not meeting these criteria, we ensure one of the following safeguards is in place: 
○​ Binding contractual agreements with the data-receiving parties, obligating them to adhere to 

the UAE Data Protection Code standards. 
○​ Transfers serving specific purposes, such as: 

■​ Fulfilling legal obligations or defending legal rights. 
■​ Contractual necessities involving you or a third party for your benefit. 
■​ Engaging in international judicial cooperation. 
■​ Upholding public interest. 

●​ In certain situations, we may transfer personal data outside the UAE if we determine that there are 
sufficient legal grounds under the UAE Data Protection Code. 

●​ Alternatively, transfers may occur based on your explicit written consent. 

For more details on the mechanisms we use for international data transfers, please feel free to contact us on 
dpo@crypto.com. 

We share access to your personal data with our parent company – Foris Limited, which is located in Hong 
Kong. We do so because we are joint controllers regarding such data, which means that we jointly determine 
why and how we process the data. If you need more information in this respect, you may contact us on 
dpo@crypto.com. 

 

Further information  

CCTV  
We operate CCTV inside our premises to monitor access to certain areas of the office and to ensure security. 
Further information is available in our CCTV Notice.  

Additionally, you may be filmed by CCTV which is owned and operated by the landlords or owners of the 
buildings in which our offices are situated. We are not the data controller for this information. 

 

Confidential references  
In the course of the recruitment process we may give or receive references about you. We usually treat such 
references as confidential. Please note that the personal data included in such confidential reference may be 
exempt from the right of access.  

 

Annex A – Our service providers  
 Our service providers are third parties who provide certain parts of our staff services for us. We have 
contracts in place with them related to the processing of your personal information. You may find below more 
specific information in this respect.  

Service Providers 
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Business communications platform 

Job applications management platform 

Professional social networking platform 

Recruitment management platform  

Storage and communications platform  

If you have any additional questions in this regard, please do not hesitate to contact our Privacy Team at 
dpo@crypto.com. 
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