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Transaction
1

Transaction Leader State Transaction Transaction Transaction

2 (PoH Generatar) 0x23432 1 2 2
Transaction

3 > >

m Verifier 2
1.Messages sent by users xl
State State

3. Votes to confirm the state 0x23432 0x23432

Figure 1: Transaction flow throughout the network.
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PoH Sequence

Index Operation Output Hash
1 sha256(” any random starting value”) hash1
200  sha256(hash199) hash200
300  sha256(hash299) hash300

MEiSE S| A| BTt S XMeHd(collision resistance)S 7HEICHH, O] SHA| Rlet2 CHY HFEH

2 29| 0|0l A, SHA| “62f51643c1l 2 7H2 E 5101448069120 A A H &A1, SA|
*c43d862d88' 2 72 E 5101469040640 M M| A& L|Ct XA =2|&l poH €12|F 9
£2Me MEH, 22| 712 E 5101448069122} 72 E 510146904064 AFO|Of Al K| A|ZHO]
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hast 62£51643cl...
count 51014480691¢

hast 3d03%ef6le...
sount 510145855488

hash c43d862d88...
count 510146804064

Figure 2: Proof of History sequence

Al QAT E7] Hof| O C|o|E 7t MM E/}S S 7| F5t= O
QIE A O] HIY A2t HIO|HE ZARSH= ‘combine’ &H+& AHE310]
grL|CH GO = 22|l O|HIE o[ Q| AstA oz R SHAIY 5= ASLICE.
= OIO|H & tted| FI8HALE 52 M M(collision resistance)= 7HX|= 7|Ef

T AL B30 S E SfAl= CIO|He| EfY A IS LIEFLHH, Of= o S GIO|H

PoH Sequence

Index Operation Output Hash
1 sha256(” any random starting value”) hash1
200  sha256(hash199) hash200

300  sha256(hash299) hash300
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PoH Sequence With Data

Ho5| AL Yelo| CIX|E Ho[H 7t & 82

Index Operation

Qutput Hash

1 sha256(” any random starting value”) hash1

200  sha256(hash199) hash200

300  sha256(hash299) hash300

336 sha256(append(hash335, photograph sha256)) hash336
S A13362 S AI3352| O Tl G| O E{ @F AFRIS| SHA256 SHA|E Z%tst0] A AHE L|CH QIElAQ}
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Mo 2EASS & = ASLICH

POH Sequence

Index Operation Output Hash

1 sha256(”any random starting value”) hash1

200  sha256(hash199) hash200

300  sha256(hash299) hash300

336 sha256(append(hash335, photographl_sha256)) hash336

400  sha256(hash399) hash400

500  sha256(hash499) hash500

600  sha256(append(hash599, photograph2 sha256)) hash600

700  sha256(hash699) hash700

Table 1: PoH Sequence With 2 Events
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Core 1

Index Data Output Hash

200  sha256(hash199) hash200

300  sha256(hash299) hash300

Core 2

Index Data Output Hash

300  sha256(hash299) hash300

400  sha256(hash399) hash400
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hash 62f5164cl... hash -JdusJeefh... hash 79a5aaldc...

count 510144806912

count 510145855488
input cfd40dzf8...

count 510146904064

Verifier
core 1

Verifier
core 2

Figure 4: Verification using multiple cores
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Total number of hashes
(Hashes per second per core * Number of cores available to verify)
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hash 99%adaS5lde... SHA SHA hash 62f5164cl...

count 310146904064 256 256 count 510144806912
hash 22£d23423... SHA SHA - ’?gf’::fws
ount 310145855488 ount 510145855
count 31014585548¢ 256 256 input 2z£d23423. ..
o ‘Ui'l“ SHA SHA hash 79aSldzc. ..
count 310146304064 \ A EEGRAh
input 79asldzc. .. 256 256 count 510146904064

Figure 5: Two generators synchronizing

PoH Sequence A PoH Hidden Sequence B
Index Data  Output Hash || Index Data  Output Hash
10 hash10a || 10 hash10b
20 Eventl hash20a || 20 Event3 hash20b
30 Event2 hash30a || 30 Event2 hash30b
40 Event3 hash40a || 40 Eventl hash40b
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PoH Sequence A
Index Data. Output Hash
10 hash10a
20 Eventl = append(eventl data, hash10a) hash20a
30 Event2 = append(event2 data, hash20a) hash30a
40 Event3 = append(event3 data, hash30a) hash40a
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PoH Sequence A

Index Data Output Hash

10 hash10a
Eventl = sign(append(eventl data, hash10a),

20 Client Private Key) hash20a
Event2 = sign(append(event2 data, hash20a),

30 Client Private Key) hash30a

40 Event3 = sign(append(event3 data, hash30a), hashd0a
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4. RHN ol FH A2 RANS ZHESI0] 70| MALL FXH0| K] SHOISHL|CH
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2}l 8L}
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(Signature, PublicKey, hash30a, event3 data) = Event3
Verify(Signature, PublicKey, Event3)
Lookup(hash30a, PoHSequence)

2 60| M AFR X} K2 22 S| A| Oxdeadbeef... 7t AU E|7| O] A El A|RA LHO
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\ SHA256 hash Oxdeadbeef, ..

count 510144806912

\
input: avent data hash OxbadcOde...
oput: CvenE dats ount 510145855488
last hash: Oxdeadbeef.. SHA256 Iu:”\‘;t ﬂxcﬂde}:aS
event hash: OxcOdebab. . P o
vy
User event hash idebab is generated

with the hash Oxdeadbeef. I links
Oxdeadbeef to the next generated block
OxbadcOde. Which prevents a malicious
Loom from reordering the events in a
hidden side sequence

hash 79%9a5ldzec...
SHA256 count 510146904064

Figure 6: Input with a back reference.
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block 1 block 2 block 3
cbe encrypt cbe encrypt cbe encrypt
e Curent block to be encrypted

Previous encrypted block data to be XORd with the current block before encryplion
«  Ensures that the encryption can only be done sequentally, and it can be streamed

Figure 7: Sequential CBC encryption

& random bytes selected root
from the block
e Proof of History hash

sha sha

Proofof | e vl _ }
History —

encrypted encrypted
hash data data

Figure 8: Fast Proof of Replication
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6.7 Attacks

6.7.3 Collusion with PoH Generator
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7 System Architecture
7.1 Components

7.1.1 Leader, Proof of History Generator
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0 31 63 95 127 159 191 223 255

Ripemd of Users Public Key Account  [unused

For a total of 32 bytes.
Proof of Stake bonds table contains:

0 31 63 95 127 159 191 223 255

Ripemd of Users Public Key Bond

Last Vote

unused

For a total of 64 bytes.

7 System Architecture

7.1 Components

7.1.3 Verifier, State Replication
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7.1.4 Validators
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7.2 Network Limits
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® Inbound user transactions

Figure 10: Generator network limits

Incoming packet format:

0 31 63 95 127 159

191

223

Last Valid Hash

Counter

[+
wm

Fee

255

From

Signature 1 of 2

Signature 2 of 2

Size 20 + 8 + 16 + 8 + 32 + 3232 = 148 bytes.

ST HO|ZEE 1709 o4 AHo| &

0 31 63 95 127 159

T AU HOo|=E7 CHE0t 2=

T™ Mg

191

223

255

Last Valid Hash

Counter

i s

To

Amount

Counter Fee

From

Signature 1 of 2

Signature 2 of 2

With payload the minimum size: 176 bytes

Signed

Signed
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Proof of History I Z!:

0 31 63 95 127 159 191 223 255

Current Hash Counter

Messages Hash
State Hash

Signed

Signature 1 of 2

Signature 2 of 2

Minimum size of the output packet is: 132 bytes
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cont..

User program 1

e suspend
& resume

User Programs
Intrinsic A
GPU Intrinsic
Server

Intrinsic A

Figure 11: Executing BPF programs.
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